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WudopmaninonHasi maMaTka Jjisi 00y4aronuxcs

C KaxabIM ToJIOM MOJIOJIEKH B MHTEPHETE CTAHOBMUTHCS OOJbIIE, a HIKOJbHUKH OJHHU U3
CaMbIX AaKTUBHBIX IIOJb30BaTesned Pynera. Mexay TeM, IOMUMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HeceT M MpoOjeMbl. DTa mamsATKa JOJHKHA IMOMOYh TeOe Oe30macHo
HaXOJUTHCS B CETH.

KomnprorepHble BUPYCHI

KomnbroTepHbIil BUPYC - 3TO Pa3HOBHJIHOCTb KOMIBIOTEPHBIX MPOrpPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHUIO. B omosiHeHne K 3ToMy, BUPYCHI
MOTYT HOBPEIUTh WM IOJHOCTBIO YHUYTOXUTh Bce (haiiibl M JaHHBIE, MOAKOHTPOJIBHBIE
MOJIb30BATENI0, OT UIMEHHU KOTOPOro ObUIa 3aIyllieHa 3apa)KeHHas MporpaMMa, a TaKkkKe MOBPEAUTH
WINA JJa)K€ YHUUYTOXHUTh OINEPAlMOHHYIO CHCTEMY cO BceMH daillamu B LenoMm. B GonbmimHcTBE
CJIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yld COBpEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HWMEIOIIUE CEPbE3HBIA YPOBEHD
3aIlIUTHI OT BPEJIOHOCHBIX MPOTPaAMM;

2. TlocrossHHO ycTaHaBnuBaid mayTH (MUGPOBBIC 3aIUIATKH, KOTOpPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C MENBI0 JOPAOOTKH MPOTrpamMmbl) U APyrue OOHOBIEHUS CBOCH OINMEpaIriMHOHHON
cucteMbl. CKaunBail MX TOJIBKO ¢ ourmabHOTO caifta paspadorurnka OC. Eciu cymecTByeT pexxum
aBTOMATUYECKOTO OOHOBIICHUSI, BKIIIOYH €T0;

3. Pabotait Ha cBOeM KOMIIBIOTEpE MO/ MPaBaMHM IOJIb30BATENs, @ HE aJIMUHHCTPATOpa. ITO
HE TMO3BOJHUT OOJBIIUHCTBY BPEAOHOCHBIX MPOrpaMM HHCTaJUIMPOBATHCS HA TBOEM IMEPCOHATHHOM
KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHl W3BECTHBIX MPOU3BOIUTENCH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb PU3NIECKHUIA TOCTYI K KOMIBIOTEPY AJIsI TOCTOPOHHUX JIHII,

6. Vcnonb3yil BHeUmTHWE HOCUTETW WH(MOpMaIuu, Takue Kak Quiemka, AUCK win Qaitn u3
WHTEpHETA, TOJIbKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIE (DAMITBI, TOTYUYCHHBIE U3 HEHAICKHBIX HCTOYHUKOB. Jlaxke Te
(aiinel, KOTOpbIE MTpUCIal TBOM 3HAKOMBIH. JlydIle yTOuHN Y HEro, OTIIPABIISI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He B mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH I, Mapka. Eme B
1991 romy Hunepnaniackas Kommnanus 3apeructpupoBana Opena "WECA", uyto o0003Hauano
cnoBocodetanue "Wireless Fidelity", koTopblii mepeBoAUTCS Kak "OeCpoBOIHAS TOYHOCTH".



Jlo Hamiero BpemMeHHM Jouuia JApyras abOpeBuarypa, KOTOpas SBISETCS TaKOW Ke
TexHoyiorueil. Iro abbpeBmarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT
BbIcIIeH 3ByKoBoii TexHuku Hi-Fi, uTo B mepeBose o3Ha4yaeT "BbICOKAst TOYHOCTD'.

Jla, OecruiaTHBI WHTEPHET-IOCTYN B Kade, OTENsIX M a’dpomopTax SBISIETCS OTIWYHOMN
BO3MOXXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIepThl CUMTAIOT, YTO oOmmenoctynHasie Wi-Fi
CETH He SIBIISIOTCS O€30MaCHBIMHU.

CogeTblI 110 6€301MacHOCTH paboTHI B 001Ie10CTyHbIX ceTax Wi-fi:

1. He nmepenaBaii cBoro uuHyto uHbopmMaruio dyepe3 odmenoctynusie Wi-Fi cetn. PaGotas B
HUX, KeJIaTeThbHO HE BBOJUTH NAPOJIH JJOCTYTIA, JOTHHBI U KAKHE-TO HOMEpa;

2. Wcnonb3yil u OOHOBISAM aHTUBUPYCHBIC NMpOTpaMMbl U OpaHamayep. TeM cambIM Tbl
o0e3omacuib ceds OT 3aKauyKH BUPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi oTkmoun pynkmuro "O0muii 1ocTym K daiaam u mpuHTepam".
JlarnHast QyHKIHS 3aKpbITa MO0 YMOJIYAHUIO, OJJHAKO HEKOTOPHIE MOJIB30BATEIM aKTHBUPYIOT €€ s
ya00CTBa UCTIOIB30BaHMS B paboTe WiH y4eoe;

4. He ucnonw3yit myonuunaeiii WI-FI mist nepenaun MTUIHBIX JaHHBIX, HAIPUMED TSl BRIXOA
B COIIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOUTY;

5. Ucnonb3yii Tonbko 3amuienHoe coequnenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-aapeca BBOAM UMEHHO "https://";

6. B moG6wibHoM Tenedone otkimoun ¢ynkmmoo "lloakmoyenne k Wi-Fi aBromarndecku.
He nomyckait aBToMaTH4eCKOTO MOAKIIOYEHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacwusi.

ConuansHbIe CETH

CouumanbHble CETH aKTUBHO BXOJIST B HAIIy XKM3Hb, MHOTHE JIIOIU PaOOTAIOT U KHUBYT Tam
nocTtostHHO, a B Facebook yske 3apeructpupoBan Muwunap 4eloBEK, UYTO SBJISICTCS OJHOM CEIbMOM
BCEX JKUTENeH MiaHeTsl. MHOTrMe MOJb30BaTeIM HE MOHMMAIOT, YTO WMHGOpMaNus, pa3MelleHHas
UMHU B COLIMAJBHBIX CETAX, MOXKET OBbITh HalJeHa W UCIOJb30BaHA K€M YTOJHO, B TOM YHUCJIE HE
00s13aTeNBbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMAJIbHBIX CETSIX:

1. Orpanunyb crucoK apy3eid. Y 1e0s B Ipy3bsSX HE AOKHO OBITH CIy4YallHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3amumiail cBOI 4acTHYIO u3Hb. He yka3wiBail mapomnu, TenedoHsl, aapeca, AaTy TBOETO
POXKIEHUST M JPYryl0 JUYHYI0 HH(OpMaLWio. 3JI0YMBIIUIEHHUKA MOTYT MCIIOJIb30BAaTh Ja)e
MH(GOPMAILIHIO O TOM, KaK Thl U TBOH POJIUTENHN TIAHUPYETE MPOBECTU KaHUKYIIBI;

3. 3amuimaii CBOO PEIyTaIHIo - IEPKU €€ B YUCTOTE W 3a7aBaii ce0e BOMPOC: XOTEI ObI ThI,
9yTOOBI JIpyrHe TMONB30BaTeNM BUAEIH, YTO Thl 3arpyxaemb? I[logymaid, mpexiae 4Yem dYTo-TO
oIy OJIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOABMU, KOTOPBIX HE 3HACIlb, HE UCIOJb3YH CBOE pEeallbHOE UMS U
APYTYIO JTUYHYIO HHGOPMAIMH: UMSI, MECTO JKUTEIILCTBA, MECTO Y4eObI U poyee;

5. Nsberait pazmenienus ¢ororpaduit B aTepHeTe, rae Thl M300pakeH Ha MECTHOCTH, 1O
KOTOPOM MO>KHO OIIPEAEITUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpauuu B COLMAIBHOW CETH HEOOXOIMMO HCIIOJIb30BATH CIIOXHBIE MAapOJIH,
cocTosIre u3 OyKB ¥ IU(PP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE &;

7. JAng coluanbHON CeTH, MOYThl M JIPYTHMX CaWTOB HEOOXOAMMO HCIOIB30BaTh pa3HbIC
naponu. Torma ecnm Te0s B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IMONyYaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJEKTPOHHBIE JCHBIU
ONEKTPOHHBIE JI€HBI'M - 3TO OYEHb YAOOHBIM CHOCOO IUIaTeXeH, OAHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPbIE XOTAT MOJyUYUTh 3TH JCHBIU.



ONEKTPOHHBIE JEHBIU MOSIBWINCH COBCEM HEJABHO M MMEHHO H3-32 3TOrO0 BO MHOI'HMX
rocyJapcTBax /10 CUX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHu GYyHKIMOHHUPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, IJI€ UX Pa3elsioT Ha
HECKOJIBKO BHJIOB - AHOHHMMHBIC W HE AaHOHHMMHbIE. Pa3sHuna B TOM, YTO AaHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcsi IpoOBOIUTH ONepay 0e3 uAeHTU(UKAIIH TT0JIb30BaTeNsl, @ B HEAHOHUMHBIX
uAeHTU(PUKAIIS TOJIb30BaTEN SABISETCS 0053aTEeIbHOM.

Taxoke ciegyeT pasiauyaTh 3JIEKTPOHHBIE (HUAaTHBIE ACHBIM (PaBHBI T'OCYIAapPCTBEHHBIM
BaJIIOTaM) U 3JICKTPOHHBIC He(pHaTHBIC JEHBI'M (HE PABHBI TOCYAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHBIMH JCHbIaMHU:

1. TlpuBsku K cueTy MOOWIBHBIM TenegoH. DTO caMblii YIOOHBIH M OBICTPBIMA CIOCOO
BOCCTaHOBHUTH JIOCTYII K cueTy. [IpuBsi3anHbIi TenedOH MOMOXKET, eclu 3a0yIelTb CBOM TIaTeKHBIN
MapoJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yi onHopaszoBble mapoiu. Ilocie mepexona Ha yCHJIICHHYIO aBTOpU3aLUio TeOe
y’Ke He OyJIeT yrposkaTh OMAaCHOCTh KPa)Ku WM IiepexBaTa IJIaTeKHOTO HapoJis;

3. Breibepu cnoxubiii mapons. [IpectynHukam OyneT He MPOCTO yragaTh CIOXHBIN Hapoib.
Hagnexxuble maponu - 3TO mapoiu, KOTOpbIE COAEpKaT HE MeHee 8 3HAKOB M BKJIIOYAIOT B cels
CTPOYHBIE M MPOIMUCHBIE OyKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKWE€ KaK 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hampuwmep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JaHHBIE HAa CaliTax, KOTOPHIM HE JJOBEPSECLIb.

OneKTpoHHas ouTa

OJEKTPOHHAs II0YTa - 3TO TEXHOJOTUSA M NPEAOCTaBISEMBIE €H0 YCIYTH IO IEPECBUIKE U
MOJIYYCHHIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPEEIIOTCS B KOMIBbIOTEpHOI ceTr. OOBIYHO
JIEKTPOHHBIN NOYTOBBIN ALIMK BBINIAIUT CIETYIOIUM 00pa3oM: UMsI_OJIb30BATEIS(WHUMS_JIOMEHA.
Taxoke Kpome nepenaun IpoCcTOro TEKCTa, UMEEeTCsi BO3SMOXKHOCTD IepeaBaTh (aiiibl.

OCHOBHBIE COBETHI 110 O€30MaCHOMN paboTe ¢ ITCKTPOHHOU MTOYTOM:

1. Hago BBIOpaTh MpaBWIbHBIN MOYTOBBIM cepBUC. B HMHTEepHETE €CTh OrpOMHBINA BBHIOOP
OeCIUTaTHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JIy4IIE JTOBEPSATH TEM, KOTO 3HACIIb W KTO NEpPBBHIA B
PEUTHHTE;

2. He yka3piBaii B NMYHON mouTe JIMYHYIO uH(popmanmio. Hampumep, iydine BeIOpaTh
"My3bIKanbHbIN _panat@" wnu "pok2013" BmecTo "Temal3";

3. Ucnonb3yii AByX3TaHy0 aBTOPU3aLMI0. DTO KOI/la IOMUMO MapoJisi Hy>KHO BBOAUTH KOJI,
IpHucbUIaeMbIi 10 SMS;

4. BwiOepu CHOXHBIA Mapoib. J[Is KaXIOro TOYTOBOTO SIIMKA JOJDKEH OBITh CBOWM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecmm ecTp BO3MOXKHOCTBH HAmMcaTb CaMOMYy CBOM JIMYHBIA BOIIPOC, HMCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. Hcnonb3ylli HECKOJNBKO IOYTOBBIX SIIIMKOB. IlepBbIil A 4YacTHOM mHepenucku ¢
azpecaTamMH, KOTOPBIM Tbl JOBEpsi€lllb. JTO D3JEKTPOHHBIM agpec He HaJ0 HCIOJIb30BaTh IIpU
peructpanmu Ha Gpopymax u caiTax;

7. He oTkpeIBaii ¢ailniel U Ipyrue BIOXKEHUS B MUCbMax, Ja)Xe €CIM OHU MPHUIUIM OT TBOUX
npy3eid. Jlydine yTo9H! y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. ITocne okoHYaHUs pabOTHI HA MIOYTOBOM CEPBHCE MEPE]] 3aKPBITUEM BKJIAJKU C CAUTOM HE
3a0y b HaXaTh Ha "Berdtn".

KuOepOymuHr nin BUPTYanbHOE U3/1€BATEIBCTBO

KubepOysmuHr - mpecieqoBaHHe COOOLICHUSIMH, COAEPIKAIIUMH OCKOPOJICHHS, arpeccurio,
3allyTUBaHKE; XYJIHTAaHCTBO;, COIMAJIbHOE OOMKOTUPOBAaHHME C TOMOUIBIO PA3IMYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOSPOYILTHHTOM:



1. He Gpocaiics B 60i. Jly4mmii crioco0: TOCOBETOBATHCS KaK ce0sl BECTH U, €CITU HET TOTo, K
KOMY MOKHO OOpaTUThCS, TO BHauyajie yCHOKOUThbcA. Eciu Thl HauHENIb OTBEYaTh OCKOPOJICHUSIMU
Ha OCKOPOJICHHSI, TO TOJBKO eI1e OOJIbIIe Pa3oxKellb KOH(IHKT;

2. YrpaBisii cBoel KubeppemnyTaruei;

3. AHoHUMHOCTH B ceTd MHHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTb, KTO CTOHUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BeCTH XyJIMTraHCKUI 00pa3 BUPTyalIbHOW *U3HH. HTEpHET (PUKCHPYET BCE TBOU
NEUCTBUS U COXPAHSIECT UX. Y JAIUTh UX OyJIeT KpaiiHe 3aTpyAHUTEIIBHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupy#i enuHu4HbIA HeratuB. OmHOpPA30BBIE OCKOPOHWTENBbHBIE COOOIIEHUS JTydIle
UTrHOpUpOBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcs Ha Ha4YaJIbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITMATBHBIX
CeTAX €CTh BO3MOXKHOCTb OJIOKMPOBKH OTIPABKU COOOIICHUH C OMPEIETICHHBIX aJIpeCOB;

8. Ecmm Tt cBumerens kuOepOyyuimHra. TBOM  ACHCTBUA: BBICTYNIUTH  IPOTHB
IIpeciea0BaTeNs, oKa3aTb €My, YTO €ro JEHCTBUS OLIEHWBAIOTCS HETATUBHO, MOAJEPKATh KEPTBY,
KOTOPOM HY>KHa MCUXOJOrHYecKasi IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEICHUS
B CETH.

MoOunbHbIH TenedhoH

CoBpeMeHHbIE CMAapT(OHBI U IUIAHLIETHI COAEPKAT B ceOe BIOJIHE B3pOCibIi (QYHKIIMOHAN, U
Tenepb OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KOMIbIoTepamu. OIHAKO, CPEICTB 3aIIUTHI
U1 TOAOOHBIX YCTPOWCTB IOKa OYEHb Majo. TecTMpoBaHHWE M TOUCK YSA3BMMOCTEH B HHUX
MIPOMCXOIUT HE TaK MHTEHCUBHO, Kak /s 1K, To ke camoe kacaeTcst 1 MOOMIIBHBIX MTPHUIIOKECHHH.

CoBpemMeHHbIE MOOWIIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJbHBIE aHAJIOTH,
OJTHAKO paciupeHre (yHKIMOHANA BIEYeT 3a cOo0O0W OONBIIYI0 CIOXHOCTh M MEHBIIYIO
3alUIIEHHOCTb.

Jlanexo He Bce NPOM3BOJMTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI AJ1s1 6€30aCHOCTH MOOMIIBHOTO TenedoHa:

Huyero He sBnsieTcss mo-HacrtosimeMy OecriaTHbIM. Byap octopoxeH, Beab Korjga Tede
IpeJuIaraioT 6ecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae ueM otnpaButb SMS, (hoto mnmm Buaeo. Tl TOUHO 3HACIIB, TA€ OHU OYAYT B
KOHEYHOM utore?

Heo6xonmumMo 0OHOBIISATE ONEPAIHOHHYIO0 CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JJ1s1 MOOMIIBHBIX TeJIe(hOHOB;

He 3arpyxail npuiaoeHUsT OT HEHW3BECTHOI'O HCTOYHUKA, BEIb OHM MOTYT COAEpXKaTb
BPEIOHOCHOE NMPOTrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro kak Tbl BbIiEUIb C caiiTa, A€ BBOAWJI JINYHYIO HHQOpMAIMIO, 3aiiiu B
HACTpOIKu Opay3epa u ynanu cookies;

[Tepuonuyecku mpoBepsii, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoil HOMep MOOWJIBHOTO TeneoHa TOJBKO JIIOASAM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEpsiCIIb;

Bluetooth momkeH ObITh BBIKIIOUEH, KOTJAa Thl UM HE Mojb3yembcs. He 3a0biBail MHOrIA
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAHH-UTPBI - O3TO  KpacoOYHble, 3axXBaTbIBAIOIME  pa3BICUCHUS,
OOBECTUHSIOIINE COTHH THICSY YENIOBEK 10 BCeMy MHpPY. Mrpoku HccienyroT NaHHBI UM MHP,
O0IIal0TCs APYT C APYTOM, BBINOJHSIOT 3aJaHUs, CPAXKAIOTCAd C MOHCTPAMHU M MOJYYaroT ONBIT. 3a



YIOBOJILCTBHE OHM IIATAT: MOKYIAIOT JAMCK, OIUIAYMBAIOT A0OHEMEHT WJIM MPHOOPETaI0T KaKHEe-TO
OIILINH.

Bce a1 cpeacTBa uayT Ha MOJAECpP)KaHUE U PA3BUTHUE UIPHI, a TAKXKE HA caMy 0€30MacHOCTh!
COBEpPILEHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCSl HOBbIE NaTu (LU(POBBIE 3aIUIATKU IS
IIPOrpaMM), 3aKpbIBAOTCS YSI3BUMOCTHU CEPBEPOB.

B nomoOHBIX Urpax CTOUT OnacaTrbCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPHU3AIMH OOJIBITMHCTBA UTD.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOI'0 AKKAYyHTa!

1. Ecniu ipyroii urpok BeneT ceOsl III0X0 WK CO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Iloxanylics aAMMHHUCTpaTOpaM WIPbl Ha IUIOXOE MOBEJEHHE 3TOr0 UIPOKA, JKEIATEIBHO
IIPWIOKHATH KAKHE-TO 10KA3aTeIbCTBA B BUIEC CKPUHOB;

3. He yxa3piBaii Tu4uHyI0 HHPOPMALUIO B Ipodaiiie urpsl;

4. YBaxkail Apyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoUIIUAIbHEBIE TATYU H MOJBL;

6. Mcnonb3yi CIOKHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOMT OTKJIKOYaThb aHTUBHUpYyC. Iloka Tbl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

QUILINHT WU Kpayka JIMYHBIX JaHHBIX

OOBbI4HON Kpaykel JeHETr U JTOKYMEHTOB CETOJHS YK€ HUKOrO HE yIWBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKH NIEPEMECTUIINCH B UHTEPHET, U MPOAOJIKAIOT 3aHUMAThCS
" TFOOUMBIM" IEJIOM.

Tak mosBUIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs IIeNb
KOTOPOI'O COCTOUT B MOJY4YEHUU KOH(DUIEHINAIBHBIX JaHHBIX I10JIb30BaTENIEH - JOTMHOB U MapoJjeH.
Ha anrnmiickom si3pike phishing umraercs kak ¢ummuar (ot fishing - peiOnas nmosins, password -
apoJib).

OcHOBHBIE COBETHI IO 6OpbOE ¢ PUITMHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciu Thl Ho103peBaciiib, 4TO TBOS aHKETa Obljia B3JIOMaHa, TO
HE00X0UMO 3a0JO0KMpPOBaTh €€ M COOOLIMTh aJMHMHUCTpAaTOpaM pecypca 00 3TOM Kak MOYKHO
CKOpee;

2. Hcnone3yil 6e3omacHble BeO-CailTbl, B TOM YHCIIe, HHTEPHET-Mara3uHoOB M MOUCKOBBIX
CHUCTEM;

3. Hcnonp3y#i ciaoxHble M pa3Hble Mapoiu. Takum oOpa3oMm, eciu TeOs B3JIOMAOT, TO
3JI0YMBIIIJICHHUKH TOTyYaT AOCTYII TOJBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B3OMaM, TO HEOOXOAUMO MpPEeayNpeluTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBieHBl y TEOSI B IPY3bsAX, O TOM, YTO TE€OS B3JIIOMAIH M, BO3MOXHO, OT TBOEr0o MMEHH OyzaeT
pacchlUIaThCsl CIIaM U CCHUIKHM Ha (DPMIIUHTOBBIE CANUTHI;

5. Ycranou HanexHbIi napons (PIN) Ha MOOWIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHue naposis B Opaysepe;

7. He oTkpeiBail (aiiiiel U ApyTHe BIOKCHUS B MHCHMAX, TAXKE €CIM OHU MPHUIILIA OT TBOMX
npys3eil. Jlydie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3T (paitibl.

[Tudposas pemyranus

[Mu¢poBast penmyrauus - 3TO HEraTWBHAs WM NO3UTHBHas MHPOpMAIUs B CETH O Tebe.
Komnpomerupytomas uHpOpMainusi, pa3MellleHHas B HHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3WTbCs Ha TBOCH peanbHOW >km3HU. "Llmdpomas pemyramust" - 3TO TBOW HUMHIK, KOTOPBIH
dbopmupyetcs u3 nHpopMauu o Tebe B UHTEPHETE.

TBOE MeCTO )KMTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.



MHorue MoIpOCTKH JIETKOMBICICHHO OTHOCATCSA K ITyONUKAlMM JUYHOM HH(popMaruu B
WuTepHere, He MOHMMAas BO3MOXHBIX MociaeAcTBUN. Thl 1a)ke HE CMOXKEIb A0ralaThCs O TOM, YTO
dororpadus, pazMerieHHas 5 et Ha3all, cTajia IPUYMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienue tBoux Qororpaduil u apyrue AEMCTBHS MOTYT HE HUCUYE3HYTh
Ja’ke Tocje TOT0, KaK Thl UX YJaJIWIIb. Thl HE 3HAEIIb, KTO COXPAaHWI 3Ty UH(OpMAIIHIO, IoTaja JIu
OHa B MTOMCKOBBIE CUCTEMbI M COXPAHWJIACh JIM OHA, a TJIAaBHOE: YTO MOAYMAIOT 0 TeOe OKpyKaroline
JIIOM, KOTOpbIe HAWAYT M YBUAAT 3T0. HaliTu MHPOpMAIIIO MHOTO JIET CIYCTS] CMOXKET JII000H - Kak
13 JOOPBIX MOOYX ACHUN, TaK M C HAMEPEHHEM MIPUUHUHUTH Bpell. ITO MOXKET OBITH KTO YTOJHO.

OCHOBHBIE COBETHI MO 3aLTUTE UPPOBON permyTaIIH:

1. TMomymaii, mpexae 4eM YTO-TO MyOJIMKOBaTh W TepenaBath y cebs B Oiore wid B
COLIMAJIbHOM CeTH;

2. B nHacTpoiikax mpoduis yCTaHOBH OTpaHMUYEHHUS Ha MPOCMOTP TBOEro MpOdUIIss W €ro
COJIEP’KUMOT0, CAIENAN €ro TOJIbKO "I apy3en";

3. He pa3memaii 1 He yka3piBaii HHGOPMAIUIO, KOTOpas MOXKET KOTO-JIM00 OCKOPOJISATh WIIH
O0MXKaTh.

ABTOpPCKOE ITPaBoO

CoBpeMeHHbIE IIKOJbHUKU - aKTHBHBIE MOJb30BaTeNH LU(poBoro mpocrtpaHcTBa. OmHaKo
Jaiek0 HE BCE 3HAIOT, YTO I0JIb30BAaHHE MHOTHMH BO3MOKHOCTSIMH LH(POBOTO Mupa Tpelyer
coOJTI0/IeHUS TTPaB Ha UHTEJUICKTYJIbHYIO COOCTBEHHOCTb.

TepmuH "MHTENJIEKTyalbHasi COOCTBEHHOCTH"' OTHOCUTCS K Ppa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOro yMa, HauMHasi ¢ HOBBIX M300pPETeHUN M 3HAKOB, 0003HAYaIOMIMX COOCTBEHHOCTh Ha
NPOAYKTHl M YCIYTH, U 3aKaHUMBas KHUramu, ¢ororpagusMu, KHHOQWIBMAaMU U MY3bIKaIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHME TIpaBa - 3TO IpaBa Ha MHTEUICKTYaJbHYIO COOCTBEHHOCTh Ha MPOM3BEACHUS
HAyKH, JIUTEPaTypbl U UCKYyCCTBAa. ABTOPCKHE MpaBa BHICTYMAIOT B KayeCTBE FapaHTHUU TOTO, YTO
MHTEJIEKTYalbHBIN/TBOPUYECKUI TPyl aBTOpa HE OyIeT HampacHbIM, JAacT €My CIpaBeJINBbIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyJa, MOJYYHTHh W3BECTHOCTh W TPU3HAHHE.
Hukrto 6e3 pasperienus aBTopa He MOKET BOCHPOHM3BOAMTH €r0 MPOU3BEACHUE, PACIIPOCTPAHSITH,
nyOIMYHO JeMOHCTPUPOBATh, MPOAAaBaTh, WMIOPTHPOBATh, IWYCKaTh B TPOKAT, IyOIMIHO
UCIIONHSATH, MOKA3bIBATh/UCIIONHATD B 3(Upe WU pa3MeniaTh B IHTepHETE.

Hcnonb3oBanue "muUpaTcKOro'" MporpaMMHOTO OOECTICUEHHSI MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEepPH [aHHBIX K TBOMM AaKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOMCTBa, Te
yCTaHOBJIEHA HeJlerajibHas nporpamMMa. He crout takke 3a0bIBaTh, UTO CYLIECTBYIOT JIETaJbHBIE U
OecraTHbIE IPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CereBrU4OK.p( - TBOU IIaBHBIA COBETUYHMK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH
B CETH MOHATHBIM M JOCTYIHBIM S3bIKOM, @ IpU BO3HUKHOBEHUH KPUTUYECKOM CHUTyalluu
00paTUThCA 32 COBETOM. A TaKKe MPUHATH y4acTHE B KOHKYpCax M CTaTh CaMbIM IH(PPOBBHIM
IpaKkJaHUHOM !



